Abstract
Introduction
Steganography is the method for secret communication. The word "Steganography" derives from Greek and it means "cover writing" [1] . Secret information can be hiding in one of two ways, cryptography and steganography. The methods of cryptography attract the attention of attacker, whereas the methods of steganography hide the existence of information. From the methods of steganography, the most common method is to use images to hide the data. That is called image steganography. In this method, the pixels of the images are altered to hide the secret data so as invisible to the others and the changes applied in the image are not tangible. The image used to encode the secret data is called the cover image while the cover image with the secret data encoded in it is called the stego image. Images are the most popular cover files used for steganography. In image steganography, many different image file formats exist. For different image file formats, different steganographic algorithms are there. There are two types of compression: lossy and lossless [2] . Both methods save storage space, but the procedures are different. Lossy compression creates smaller files by discarding excess image data from the original image. It deletes details that are too small for the human eye to differentiate. As a result, close approximations of the original image are made, but not an exact duplicate. An example of an image format that uses this compression technique is JPEG, whereas lossless method hides messages in more significant areas of the cover image, making it more robust. So the lossless image formats are most suitable for image steganography [3] . Image files fulfill this requirement of redundancy so they are very commonly used as a medium for steganography. Audio files contain redundant information but not used as widely as image files. There are two techniques proposed to use images as cover objects. These techniques can be categorized in the following two ways: Spatial domain techniques and Transform domain techniques.
Spatial domain techniques embed secret information in the intensity of the pixels directly, while in transform domain, images are first transformed and then the message is embedded in the image [7] . In spatial domain methods a steganographer modifies the secret data and the cover medium in the spatial domain. It involves encoding at the level of the LSB [6] . Transform domain techniques firstly transform the cover images using discrete cosine transformation or discrete fourier transformation and then hide the data inside them. Transform domain techniques [8] hide data in mathematical functions.
Related Works
Rubata Riasat et al., (2011) proposed a hash based approach for image steganography. The most important part of the proposed algorithm is the used hashing technique that is perfect hashing. Perfect hashing is faster than the other techniques and it reduces hash collision. The proposed approach hides the text to red, green and blue channel of the pixels of the color image by replacing the ASCII value of the first, second and third character with the value of red, green and blue channel respectively. The strong point of the given approach is that it is fast and secure and the weak point of this approach is that picture quality of the output image is not very good [5] . Joyshree Nath et al., (2011) proposed a randomization method for generating the randomized key to encrypt and decrypt the text file. In this work author have used two methods first, in which they encrypt the secret message using a method MSA proposed by Nath and second, in which they insert encrypted secret message inside the cover file by changing the least significant bit(LSB). The strong point of the given approach is that we can embed almost any type of file inside some cover file like image file (.jpeg or .bmp) or any image file inside another image file. Another strong point of the given approach is that if we change the key little bit then the whole encryption and decryption process will change [7] . Subba Rao et al., (2011) proposed the randomization of cipher bits for secured image steganography. In this work author generate the random sequences of cipher bits by the use of an L.F.S.R (Linear Feedback Shift Register) and select the random sequence closest to the image and then embed these random sequences of cipher bits in the image. The strong point of the given approach is that there is no one to one mapping between a cipher text and an image. The weak point of the given approach is that this cannot hide large data in single image [8] . K. Pramitha et al., (2011) proposed a new image steganography method based on image contrast for gray scale images. In this work a group of 2x2 blocks of spatially adjacent pixels is selected as the valid block for embedding the secret message and then modulo 4 operation is applied on each valid block to embed the binary bits. Each secret message is also encrypted by RSA encryption algorithm for more security. The strong point of the given approach is that it increases capacity of the secret data to be hide and provide imperceptible stego image quality [9] . Rajkumar Yadav, (2011) Proposed a technique in which Peak signal to noise ratio metric was used to compare different images. The image which has higher value of PSNR is better as compare to other image. So the author analyses that 6 th , 7 th and 8 th bit method is better as compare to LSB because 6 th , 7 th and 8 th bit method has high PSNR ratio than LSB. The advantage of this method is that this method has high robustness [10] . Pan et al, (2011) proposed a pixel value differencing based technique was in which the cover image is divided into 2x2 non overlapping blocks, then the modulus function method is used in horizontal direction and simple PVD method is used in vertical direction for steganography [13] . Elham Ghasemi et al., (2011) proposed the application of Wavelet Transform and Genetic Algorithm in a novel steganography scheme. In this work, a genetic algorithm based mapping function to embed data in Discrete Wavelet Transform coefficients in 4x4 blocks on the cover image. The optimal pixel adjustment process is applied after embedding the message. the frequency domain is utilized to improve the robustness of steganography and implementation of Genetic Algorithm and Optimal Pixel Adjustment Process to obtain an optimal mapping function to reduce the difference error between the cover and the stegoimage, therefore improving the hiding capacity with low distortions [14] . Sevedi et al., (2011) Proposed a new robust adaptive data hiding method in wavelet transform domain of image in which secret data is embedded in blocks of image that seems to be noisy based on the bit plane complexity of each block and does not destroy the co-occurrence matrix of wavelet coefficient [15] . Vikas Tyagi et al., (2012) proposed a method in which a combination of least significant bit and symmetric encryption algorithm was used. In this the author first encrypt the data which he wants to embed. After encryption data is stored in image. The advantage of this method is that the data which is hide in image can transmit with more secrecy [11] . J. K. Mandal et al., (2012) proposed a technique for secret data storing in each component of a pixel in an image using original pixel value differencing. The disadvantage of PVD is that the value of pixel increased from 0~255. So this overflow is eliminated in this paper. The advantage of original PVD method is that the quality of stego image is better as compare to image generated by PVD [12] .
Proposed Work

Proposed Algorithm for Encoding data in Image
Step 1: Input the 24 bit RGB image I of size rxc.
Step 2: Detected the edges of the input image by using hybrid edge detector which is the combination of 3x3 scanning method using different orientations and sobel operator and then use these edge pixels as the key (K).
Step 3: Input the Text file (.txt) and store the secret message in an array list (S).
Step 4: Convert the characters, symbols etc. of secret message in to ASCII codes.
Step 4: The ASCII value of S[i] is replaced with blue component of K[i].
Step 7: The output will be the image containing secret message (I 1 ).
Proposed Algorithm for Decoding data from Image
Step 1: Input the encoded image (I 1 ).
Step 2: Input shared key (K), the pattern where data has been stored.
Step 3: Values of blue-byte at K[i] are read. As each byte contains the ASCII value of the character, the each ASCII value is converted to the character and each character is written to Text file.
Step 4: The output is the Text file (.txt) that contains the secret data decoded from the image.
Experimental Results
The results were evaluated both qualitatively and quantitatively. Two metrics are: PSNR (peak signal to noise ratio) and MSE (mean square error) are calculated for all the standard images. PSNR is most easily defined via the mean squared error (MSE). Given a noisefree m×n monochrome image I and its noisy approximation K, MSE and PSNR are defined as:
MSE -The MSE is the cumulative squared error between the compressed and the original image.
MSE = ……………… [16]
PSNR -Peak signal-to-noise ratio, often abbreviated PSNR, is an engineering term for the ratio between the maximum possible power of a signal and the power of corrupting noise that affects the fidelity of its representation. Because many signals have a very wide dynamic range, PSNR is usually expressed in terms of the logarithmic decibel scale.
PSNR = …………………….[16]
Here, MAXI is the maximum pixel value of the image. When the pixels are represented using 8 bits per sample, value of MAXI is 255. More generally, when samples are represented using linear PCM with B bits per sample, maximum possible value of MAXI is 2B-1. For color images with three RGB values per pixel, the definition of PSNR is the same except the MSE is the sum over all squared value differences divided by image size and by three. Typical values for the PSNR in image compression are between 30 and 40 dB [16] . Figure 1 shows original image of size 512x512 pixels and Figure 2 shows the edge detected of the original images and Figure 3 shows the encoded images with text data. We evaluated both qualitatively and quantitatively results of the proposed algorithm and its evaluated results are shown in Table 1 and Table 2 . By analyzing visual and quantitative results, we can see that the proposed algorithm has good capacity and imperceptibility. Because typical values for the PSNR are between 30 and 50 dB, where higher is better. As we can see from the table 2 that our PSNR results are in between 30 and 50 dB, so we can say that our results are good.
Conclusion
In this paper, we have proposed a color image steganography scheme in which we use hybrid edge detection which is the combination of 3*3 matrix scanning and sobel edge detection and first component alteration technique. As compared with other steganography schemes proposed scheme increases the capacity of stego image due to the use of hybrid edge detection. Experimental results confirm that the proposed scheme is not only achieving the high capacity but also obtaining a stego image of good quality.
